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Executive Summary
1. Introduction

1.1 The objective of this audit was to assess the adequacy and effectiveness of
the controls designed and implemented by the London Borough of Croydon
Council to govern and manage the Oracle ERP Migration implementation
programme, including an assessment of the following programme
components:

=  Programme/Project Methodology
* Governance

* Programme Management

» Risk Management

1.2 An ERP system is a way to integrate data and processes of an organisation
into one single system with a modular software application. All the modules
are usually linked to one shared database.

1.3  Croydon was part of the OneOracle Partnership that included seven Councils
(the others being Barking & Dagenham, Brent, Lambeth, Havering,
Lewisham, and Newham). The hosting and applications support of Oracle
ERP was provided by Capgemini which was procured from a single supplier
framework agreement, to utilise the Oracle R12 platform.

1.4 The contract between other authorities including Croydon Council with
Capgemini ended in July 2018, when a 12-month extension was put in place
in order to support the on-premise version of Oracle until the Oracle ERP
Migration to the Cloud has been implemented.

1.5 In addition, to the contract with Capgemini ending in July 2018, the Council
carried out an internal assessment which highlighted that the Oracle R12
platform no longer met the Council's expectations in terms of perfformance.
The assessment also identified that there was a significant issue currently
being experienced in the length of time it takes to agree and implement
changes within the current partnering and contractual arrangements with
other Council boroughs.

1.6 The Society of Information Technology Management (SOCITM) were then
engaged by Croydon Council to carry out an options appraisal for
replacement solutions for its Oracle ERP system, which four options were
made and considered:

= Continue current arrangements with Capgemini.

= Migrate the current application to the same Oracle R12.1 platform, but
hosted by Brent Council.

* Upgrade to Oracle Cloud.

= Re-implement on a different technology platform.

1.7  Following the options appraisal, the Council decided that the option would be
to upgrade the on-premise Oracle solution to its cloud solution, as it was
determined that the Oracle modules and integrated business software would
meet the requirements of the Council for Finance, Procurement, HR and
Payroll.
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1.8

1.9

1.10

1.1

2.

A business case was then produced by the Head of Finance Service Centre
to seek investment for the Oracle Cloud upgrade for £3.23 million and was
approved by the ICT Governance Board in February 2017. The programme
then commenced in January 2018.

The Oracle Cloud implementation is a Software-as-a-Service (SaaS) product
covering Finance, Procurement, Human Resources {HR) and Payroll, which
will allow the Council to function in a more agile way, as well as becoming
mobile, and an empowered workforce whilst retaining its core strengths. The
programme is intended to be delivered in July 2019, with contingency built in
for delivery in August 2019 and is being implemented in seven distinct
phases:

* Mobilisation

»  Assessment

s Conference Room Pilot 1

» Conference Room Pilot 2

= System Integration Testing (SIT)
= User Acceptance (UAT)

= Production Migration and Go Live

The Council also engaged with Oracle Platinum Partner Evolutionary
Systems Company (Evosys) to extract data from the legacy eBusiness Suite
application, and support the overall transformation project onto Oracle Cloud
for the following modules:

s QOracle Human Capital Management (HCM)
s Qracle Finance

= QOracle Purchasing

= QOracle Project

There is also external interest in public sector projects, as a result of previous
high-profile cases of an inadequately managed programme or projects (e.g.
Crossrail) which in some cases has resulted in significant overspend,
operational failures of programme/project outputs, early termination of
projects and a failure to demonstrate achievement of value for money. To
combat this Croydon Council has established dedicated programme and
project management team to assist with the programme and different
workstreams to provide leadership, vision and programme/project knowledge
to ensure the output of the desired delivery as well strong financial
management.

Key Issues

Priority 2 Issues

It was noted that, whilst a programme governance plan ‘Programme
Definition Document My resources Oracle Fusion Cloud Programme
Governance Arrangements' had been established, the document did not
follow the ‘Croydon Programme Handbook' and did not reflect the following
areas:
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3.1

3.2

4.1

- Programme Approvals e.g. A top-down approval process being
adopted, with Executive Programme Board, Programme Steering Board
and Weekly Steering Groups being aligned with the governance model.

- Tangible milestones and deliverables, with identified dependencies.

- Proactive management of issues and risks.

- Budgetary controls.

- A clear decision-making process and delegated authorities, with
escalation points.

- Robust change control to protect the scope.

- Proactive communication, stakeholder management and people
transition management. (Issue 1).

It was confirmed that, whilst the governance forums do take place, minutes
were not taken for these meetings. (Issue 2).

No Priority 1 or 3 issues were identified.

Assessment of Control Environment

The table in appendix 2 sets out, in summary, the control objectives covered
as part of this audit, the assessment of risk based on the adequacy of controls
in place, the effectiveness of the controls tested and any recommendations.

The classifications of the assessment of risk for the design and operation of
controls are set out in more detail in appendix 3.

Examples of Areas Where Controls Are Operating Reliably

The following examples of good practice in the management of risk, as
achieved through the effective design and application of controls were noted:

» Effective project and programme management are vital to delivering the
Council’s strategic objectives. Our review of the Croydon Programme
Management Handbock noted that the document is aligned to PRINCE2
and Managing Successful Programmes (MSP) and consists of a set of
effective, proportionate and auditable project and programme
management standards with particular emphasis on actual benefits
delivered, to enable programme and project teams to be able to deliver on
time, to the expected quality and within budget.

* The Council has also developed a programme lifecycle to provide a
structured approach for the delivery of the programme consisting of four
critical phases consisting of identification, definition, delivery and closure.

= A number of templates based on MSP and PRINCE2 methodologies such
as stakeholder management matrices, project initiation documents,
communication plans and highlight reports have been developed to
support a consistent approach.

42  Further areas of good practice can be found within Appendix 1
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Oracle Fusion Cloud Programme Audit 2018/19

TERMS OF REFERENCE

INTRODUCTION AND BACKGROUND
This audit is part of the agreed Internal Audit Plan for 2018/19.

London Borough of Croydon initiated the Oracle Cloud Project in January 2018.
This will replace the existing Oracle e-business suite R12, which will soon not be
supported with the cloud-based solution that Oracle now provides to their clients.

The Authority is currently anticipating the implementation for April/May 2018, with
the assistance of Evosys (implementation partner). User acceptance testing (UAT)
is expected to begin in February 2018.

OBJECTIVES AND METHODOLOGY

The overall objective of this internal audit is to provide the Members, the Chief
Executive and other officers with reasonable, but not absolute, assurance as to
the adequacy and effectiveness of the project management governance controls
relating to the following management objectives:

SCOPE
The audit included the following specific areas:

Identified Issues

Pri;)rity Priority

Control Areas/Risks 2 3
(Mediu | (Low)
m)
Corporate Project Management Arrangements 0 0 0
Program Management Arrangements 0 1 0
Programme Planning 0 0 0
Programme Monitoring 0 1 0
Programme Delivery 0 0 0
Post Programme Review 0 0 0
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Appendix 3
DEFINITIONS FOR AUDIT OPINIONS AND IDENTIFIED ISSUES

In order to assist management in using our reports:

We categorise our audit assurance opinion according to our overall assessment of the
risk management system, effectiveness of the controls in place and the level of
compliance with these controls and the action being taken to remedy significant findings
or weaknesses.

There is a sound system of control designed to

. Full Assurance achieve the system objectives and the controls are
consistently applied.
Substantial While there is basically a sound system of control to
achieve the system objectives, there are
O Assurance weaknesses in the design or level of non-

compliance which may put this achievement at risk.

There are significant weaknesses in key areas of
system controls and/or non-compliance that puts
achieving the system objectives at risk.

Limited Assurance

Controls are non-existent or weak and/or there are
No Assurance high levels of non-compliance, leaving the system

. open to the high risk of error or abuse which could

result in financial loss and/or reputational damage.

Priorities assigned to identified issues are based on the following criteria:

Priority 2 Control weakness that represents an exposure to risk and
(Medium) requires timely action.
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STATEMENT OF RESPONSIBILITY

We take responsibility to the London Borough of Croydon for this report which is prepared on the basis of
the limitations set out below.

The responsibility for designing and maintaining a sound system of internal control and the prevention
and detection of fraud and other irregularities rests with management, with internal audit providing a
service to management to enable them to achieve this objective. Specifically, we assess the adequacy
and effectiveness of the system of internal control arrangements implemented by management and
perform sample testing on those controls in the period under review with a view to providing an opinion
on the extent to which risks in this area are managed.

We plan our work in order to ensure that we have a reasonable expectation of detecting significant
control weaknesses. However, our procedures alone should not be relied upon to identify all strengths
and weaknesses in internal controls, nor relied upon to identify any circumstances of fraud or irregularity.
Even sound systems of internal control can only provide reasonable and not absolute assurance and may
not be proof against collusive fraud.

The matters raised in this report are only those which came to our attention during the course of our work
and are not necessarily a comprehensive statement of all the weaknesses that exist or all improvements
that might be made. Recommendations for improvements should be assessed by you for their full impact
before they are implemented. The performance of our work is not and should not be taken as a
substitute for management's responsibilities for the application of sound management praclices.

This report is confidential and must not be disclosed to any third parly or reproduced in whole or in part
without our prior written consent. To the fullest extent permitted by law, Mazars LLP accepts no
responsibility and disclaims zll liability to any third party who purports to use or rely for any reason
whatsoever on the Report, its contents, conclusions, any extract, reinterpretation amendment and/or
modification by any third party is entirely at their own risk.

Registered office: Tower Bridge House, St Katharine's Way, London E1W 1DD, United Kingdom.
Registered in England and Wales No 0C308299.
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