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1.

Executive Summary

Introduction

Mobile ICT devices principally include laptops, tablets and smartphones and are
increasingly used for greater productivity and flexibility to achieve the Council's
objectives. The risks associated with the use of ICT mobile devices includes:

o  Weaknesses in the security and resilience of mobile ICT devices with potential
loss to ICT systems, data confidentiality and availabllity; and

» [nadequate asset management and security monitoring resulting in potential
ioss of devices and to data security.

This audit is part of the Internal Audit Plan for 2015/16 as agreed by the General
Purposes and Audit Committee. The audit objectives, methodology and scope are
contained in the Audit Terms of Reference at Appendix 1.

Key Issues

Priority 2 Recommendations

ICT Security and related policies are not up to date (Rec. 1).
Asset register maintenance and reviews are not adequate (Rec 2).
Responsibilities for Mobile Device Asset Management are not clearly assigned (Rec 3).

Facility on smartphones to block the installation of unauthorised software not activated
(Rec 4).

Production of Management Reports not being carried out (Rec5).

Devices Disposal Records and Procedures are not adequate (Rec 6).

Priority 3 recommendations are included under item 4.
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Mobile Devices Audit 2015/16

2.2
2.3

2.4

2.5

TERMS OF REFERENCE
Mobile Devices Audit

INTRODUCTION

As part of the agreed 2015/2016 Audit Plan for the London Borough of Croydon,
an audit is due to take place regarding the control environment for Mobile Devices.

OBJECTIVES AND METHOD

Our audit objective is to provide an objective independent opinion on the adequacy
and effectiveness of the control environment with regards to Mobile Devices.

In order to achieve the objectives, a risk based systems audit will be conducted.

The findings, conclusions, and subsequent recommendations arising therefrom
will be presented at an exit meeting to be arranged with the auditee. Following the
exit meeting, a draft report will be issued encompassing the auditee's initial
comments. In accordance with the Council's audit reporting Protocol, ten (10)
working days will be allowed for a formal response to the draft report.

Upon receipt of the formal response or ten (10) working days after the issue of the
draft report, whichever is sooner, a final report will be issued.

A follow up audit will be conducted at an appropriate point in the future, to provide
assurance on the implementation of any recommendations made in the final
report.

SCOPE
This audit examined the following areas:

Recommendations Made

Control Areas/Risks Priority 2 ‘Eﬁipl’ityﬁg

(Medium) | (Low) |
Information Security and Acceptable Use Policies 0 1 1
Staif Education, Training and Security Awareness 0 0 0
Mobile Device Asset Management Palicy 0 0 0
Inventory Recording and Asset Numbering 0 2 0
Security and Configuration of Mobile Devices 0 1 0
Mobile Device Monitoring and Reporting 0 1 0
Asset Loss Management Procedures and 0 1 1
Processes
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DEFINITIONS FOR AUDIT OPINIONS AND RECOMENDATIONS

In order to assist management in using our reports:

We categorise our audit assurance opinion according to our overall assessment of the
risk management system, effectiveness of the controls in place and the level of
compliance with these controls and the action being taken to remedy significant findings
or weaknesses.

There is a sound system of control designed to achieve
the system objectives and the controls are consistently

. Full Assurance
applied.

While there is basically a sound system of control to
Substantial Assurance | achieve the system objectives, there are weaknesses in
O the design or level of non-compliance which may put this
achievement at risk.

There are significant weaknesses in key areas of system
controls and/or non-compliance that puts achieving the

O Limited Assurance
system objectives at risk.

Controls are non-existent or weak and/or there are high

No Assurance levels of non-compliance, leaving the system open to the
. high risk of error or abuse which could result in financial
loss and/or reputational damage.

Priorities assigned to recommendations are based on the following criteria:

Priority 2 Control weakness that represent an exposure to risk and require
(Medium) timely action.
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Appendix 3
STATEMENT OF RESPONSIBILITY

We take responsibility for this report which is prepared on the basis of the limitations set
out below.

The matters raised in this report are only those which came to our attention during the
course of our work and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Recommendations for
improvements should be assessed by you for their full impact before they are
implemented. The performance of our work is not and should not be taken as a
substitute for management's responsibilities for the application of sound management
practices. We emphasise that the responsibility for a sound system of internal controls
and the prevention and detection of fraud and other irregularities rests with management
and work performed by us should not be relied upon to identify ali strengths and
weaknesses in internal controls, nor relied upon to identify all circumstances of fraud or
irregularity. Even sound systems of internal control can only provide reasonable and
not absolute assurance and may not be proof against collusive fraud. Our procedures
are designed to focus on areas as identified by management as being of greatest risk
and significance and as such we rely on management to provide us full access to their
accounting records and transactions for the purposes of our work and to ensure the
authenticity of such material. Effective and timely implementation of our
recommendations by management is important for the maintenance of a reliable intemnal
control system.

Mazars Public Sector Internal Audit Limited
London
December 2016

This document is confidential and prepared solely for your information. Therefore you
should not, without our prior written consent, refer to or use our name or this document
for any other purpose, disclose them or refer o them in any prospectus or other
document, or make them available or communicate them tc any other party. No other
party is entitled to rely on our document for any purpose whatsoever and thus we accept
no liability to any other party who is shown or gains access to this document.

In this document references to Mazars are references to Mazars Public Sector Internal
Audit Limited.

Registered office: Tower Bridge House, St Katharine’'s Way, London E1W 1DD, United
Kingdom. Registered in England and Wales No 4585162.

Mazars Public Sector Internal Audit Limited is a subsidiary of Mazars LLP. Mazars LLP
is the UK firm of Mazars, an international advisory and accountancy group. Mazars LLP
is registered by the Institute of Chartered Accountants in England and Wales to carry out
company audit work.



