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Executive Summary

P Introduction

1.1 Oracle Hyperion is a comprehensive Web-based application used for budget
planning, forecasting, analysis and reporting used across the Council. It replaces
the use of bespoke Excel spreadsheets. In addition to replacing old processes,
Hyperion introduces new functionality such as accessibility and data storage via
The Cloud, as well as integration with Microsoft Office as required.

1.2  Full functionality of the Hyperion application was only recently achieved in July of
this year when used corporately for budget forecasting for quarter one. As a resuit,
it should be recognised that the processes are still being refined.

1.3  This audit was part of the agreed Internal Audit Plan for 2016/17.

2. Key Issues

Priority 2 Recommendations

The password settings for the application do not lock user accounts after
three unsuccessful attempts, or prevent previous user passwords being
reused (Rec 1).

Unsuccessful login attempts are not currently monitored (to identify
inappropriate attempts to access the application) (Rec 2).

The Priority 3 recommendations are detailed under item 4 below.
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1.1

1.2

1.3

2.2

2.3

3.1

TERMS OF REFERENCE
HYPERION APPLICATION
INTRODUCTION

The Hyperion application is a ‘Planning and Budgeting Cloud Service (PBCSY’
provided by Oracle. Hyperion allows financial planning, budgeting and forecasting
across the Council and was introduced to replace the old system (of using excel
spreadsheets).

In addition to replacing old processes, Hyperion introduces new functionality such
as accessibility and data storage via the cloud, as well as integration with Microsoft
Office when required.

This audit is part of the Internal Audit Plan for 2016/17 as agreed by the General
Purposes and Audit Committee.

OBJECTIVES AND METHODOLOGY

The overall audit objective of this audit is to provide an objective independent
opinion on the adequacy and effectiveness of the control environment with regards
to the Hyperion application.

In order to achieve the overall objectives, a risk based systems audit approach will
be carried out, documenting and evaluating the actual controls against those
expected and based on this, undertaking appropriate audit testing.

The key findings, conclusions and subsequent recommendations arising will be
discussed with management at an exit meeting, foliowed by the circulation of a draft
report for consideration, prior to agreement and issue of the final audit report.

SCOPE

This audit will examine the Council's arrangements for controlling the Hyperion
application:

Recommendations Made

Control Areas/Risks

Priority 2 | Priority 3

(Medium) | (Low)
Application Management and Governance 0 0 1
System Security 0 2 1
Interface Controls and Processing 0 0 2
Data Input 0 0 0
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Data Output

Change Control

System Resilience and Recovery

Support Arrangements

o | O | o | O

O | O | o | O
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Appendix 2

DEFINITIONS FOR AUDIT OPINIONS AND RECOMENDATIONS

In order to assist management in using our reports:

We categorise our audit assurance opinion according to our overall assessment of the
risk management system, effectiveness of the controls in place and the level of
compliance with these controls and the action being taken to remedy significant findings
or weaknesses.

Full Assurance

There is a sound system of control designed to achieve
the system objectives and the controls are consistently
applied.

O

Substantial Assurance

While there is basically a sound system of control to
achieve the system objectives, there are weaknesses in
the design or level of non-compliance which may put this
achievement at risk.

O

Limited Assurance

There are significant weaknesses in key areas of system
controls and/or non-compliance that puts achieving the
system objectives at risk.

No Assurance

Controls are non-existent or weak and/or there are high
levels of non-compliance, leaving the system open to the
high risk of error or abuse which could result in financial
loss andfor reputational damage.

Priorities assigned to recommendations are based on the following criteria:

. Priority 2

| | Control Weakness that represent an exposure to risk and require |
-~ (Medium) timely action.
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STATEMENT OF RESPONSIBILITY

We take responsibility for this report which is prepared on the basis of the limitations set
out below.

The matters raised in this report are only those which came to our attention during the
course of our work and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Recommendations for
improvements should be assessed by you for their full impact before they are
implemented. The performance of our work is not and should not be faken as a
substituie for management's responsibilities for the application of sound management
practices. We emphasise that the responsibility for a sound system of internal controls
and the prevention and detection of fraud and other irregularities rests with management
and work performed by us should not be relied upon to identify all strengths and
weaknesses in internal controls, nor relied upon to identify all circumstances of fraud or
irregularity. Even sound systems of internal control can only provide reasonable and
not absolute assurance and may not be proof against collusive fraud. Our procedures
are designed to focus on areas as identified by management as being of greatest risk
and significance and as such we rely on management to provide us full access to their
accounting records and transactions for the purposes of our work and to ensure the
authenticity of such material. Effective and timely implementation of our
recommendations by management is important for the maintenance of a reliable internal
control system.

Mazars Public Sector Internal Audit Limited
London
October 2016

This document is confidential and prepared solely for your information. Therefore you
should not, without our prior written consent, refer to or use our name or this document
for any other purpose, disclose them or refer to them in any prospectus or other
document, or make them available or communicate them to any other party. No other
party is entitled to rely on our document for any purpose whatsoever and thus we accept
no liability to any other party who is shown or gains access to this document.

In this document references to Mazars are references to Mazars Public Sector Internal
Audit Limited.

Registered office: Tower Bridge House, St Katharine’'s Way, London E1W 1DD, United
Kingdom. Registered in England and Wales No 4585162.

Mazars Public Sector Internal Audit Limited is a subsidiary of Mazars LLP. Mazars LLP
is the UK firm of Mazars, an intemational advisory and accountancy group. Mazars LLP
is registered by the Institute of Chartered Accountants in England and Wales to carry out
company audit work,



